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1. KOMTRAX SSO OVERVIEW AND QUICK FACTS

You need an active KOMTRAX account that you have used in the last 90 days to register for KOMTRAX
SSO.

For KOMTRAX account registration or password resetting reach out to the team at
KOMTRAX@komatsu.com.au or by phone on +612 9795 8568.

What is KOMTRAX SSO?
In short, KOMTRAX SSO (Single Sign-On) simplifies the sign-in process to KOMTRAX by using multifactor
authentication instead of the standard username and password entry based process.

What is Multifactor Authentication?

Multifactor Authentication also known as two-step verification provides additional security by using a
second form of authentication through a range of easy to use authentication methods: Phone call, or text
message code, or mobile app-based verification. KOMTRAX SSO multifactor authentication is managed
through Microsoft Azure Active Directory.

What will be Different?

Only the way you access KOMTRAX will be different.

The process will be simplified: Once you register for KOMTRAX SSO you will in future access KOMTRAX
through your preferred verification method without the need for you to enter your KOMTRAX username
and password.

What are the Benefits of KOMTRAX SSO?

1. Additional security is applied to your account whilst improving ease of access to KOMTRAX.
2. Simplified sign-in process: Username and password entry not needed to access KOMTRAX.
3. With SSO, your KOMTRAX password will also not expire, so no more resetting needed.

Will Anything change on the KOMTRAX website?
No, everything will stay the same, only the way you access KOMTRAX will become easier.

How will KOMTRAX SSO be introduced?
1- An invitation email from Microsoft will also be emailed to you from 23 March 2020:
From: Microsoft Invitations (invites@microsoft.com)
Title: You're invited to the Komatsu Ltd organization.
You can click through from this email to access the sign-up process manual and directly sign up
for KOMTRAX SSO from the invitation email.
2- For your convenience the current KOMTRAX website link komtrax.komatsu.com.au/login will

redirect to KOMTRAX SSO, so if you have saved the current KOMTRAX link as listed above as a
favourite in your web browser, then you do not need to change it to use KOMTRAX SSO.



komtrax.komatsu.com.au/login

What do | need to do?

1- Before Signing up for KOMTRAX SSO: Please ensure you have an active KOMTRAX account that
you have accessed in the last 90 days, if you need any support with your account or resetting
your password you can contact us at KOMTRAX@komatsu.com.au or +61297958568.

2- Simply open the invitation email you will receive on 23 March 2020 and follow the process
that will be clearly outlined.

Does KOMTRAX SSO also extend to the KOMTRAX mobile app?
KOMTRAX SSO only applies to the KOMTRAX desktop website at this stage. You will still be able to
access the mobile app using your current KOMTRAX user ID and password. KOMTRAX SSO access for
the KOMTRAX mobile app is planned for future release and we will update when this will take place.

As always, if you need your KOMTRAX account updated, or a new one created, or any support you require
with KOMTRAX SSO, please feel free to reach out to the team at:

Email: KOMTRAX@komatsu.com.au.

Phone: +61297958568




2. SUMMARISED SIGN UP PROCESS

1- Sign-up

@ Invitation @ Get Started
- ; 1- Have your Follow the simple sign-up Sign in to KOMTRAX for
Open invitation email: KOMTRAX process to create your the last time with your
Front MiciosorT gccount _ Microsoft Azure Active username and password.
Invitations: information Directory account for
ready. KOMTRAX SSO.
invites@microsoft.com 2= Retum to the
invitation email
Title: You're invited to the and click ‘Get
Komatsu Ltd Organization. Started”.
Link to sign-up process
manual is available in

invitation email.

2- Accessing KOMTRAX in future after SSO Sign-up

Enter the KOMTRAX link in Complete Multifactor You will now be
your web browser: Authentication Process: automatically directed to
komtrax.komatsu.com.au/login and signed into
Phone Call / Text Message KOMTRAX. No need for
/ App based.

Username or Password
entry!
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3. DETAILED SIGN-UP INSTRUCTIONS

You need an active KOMTRAX account that you have used in the last 90 days to register for KOMTRAX SSO.
For KOMTRAX account registration or password resetting reach out to the team at
KOMTRAX@komatsu.com.au or by phone on +612 9795 8568.

The Processes below details the sign-up process using Google Chrome browser. Other browsers can also be
used to sign up for KOMTRAX SSO and to access KOMTRAX.

@ Invitation © Get Started

1. Check your email inbox for the invitation email from Microsoft:
From: Microsoft Invitations (invites@microsoft.com)
Title: You're invited to the Komatsu Ltd organization.
NOTE: Please check your spam settings or junk folder if you cannot locate the email.

2. Open the invitation email, have your KOMTRAX account details ready and click the green ‘Get
Started’ button to begin the process.

You've been imiled lo access applcations in the
Komatsy Lid organization
by

Good Afemoon

Komatsy welcomes you o KOMTRAX 530 [Sngle Sign-0n)

NOTE: Link to this manual
This & your (matation emad to register for Microsofi Arure

Active Dieclory, providng muftifacior acihenticsticn for and Other resources aVa”able
KOMTRAX S50,

as part of invitation.

Plaase rote you need to have an active KOMTRAX accourt
thal you have used in the lzat 90 days o sgn up for
EQMTRAX 550, If you have misglaced your logon details
plessacontact tha 1eam al I-'nrﬂrsr_@mr_n&‘.w (== 1ai K- 1]

CleklHere|te access the KOMTRAX S50 Sign-up process
Far d if you have your KOMTRAX logon details e
hand, chick get stated below and follow the prompts

Raturn 1o the shovae fink at any tme for across

This email has been sent on behalf o Komatsu Lid
Please act on this emall only & you trust the Komatsu Lid organization. This emall may have advertising content
You can unsubscribe from future invitations from the Komatsu Lid, organization at any tme. Ses Microsofi
organization privacy statement o learn more about how Microsoll handles yeur data



3. You will be directed to the Microsoft Azure Active Directory account creation process, your email
will be listed in the page, review and click ‘Next' o

B Macrosalt

Create account

exarmple@email com

4. Next, create your Microsoft Azure Active Directory password.
NOTE: This is a password you will create as part of the process, please do not use your

KOMTRAX password.

Type in a password of your choice in the ‘create password’ empty space and click ‘Next’ gm———

Create a patiword
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5. You will be notified of required email verification: g—

Fample@emsi cam
Werify email

esampiedeamail com

6. Return to your email inbox, locate and open the new email from Microsoft, the required authentication
———@ code will be noted in the email body:

Wity pess pmasl addrana

exampheemal.com 1]

7. Enter the code in your web browser as required in step 5 and click ‘Next’

EHATTI D F B Om

Verify smail

wraEeE el
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8. Enter the characters noted on the screen for verification and click ‘Next’

B p ot
e

exampieSemal. com

Create account

9. Select 'Don’t show this again’ and click ‘Next’

B “hcrcsat
example@emall com

Stay signed in?
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10. Next you will be required to review permissions, once done click ‘Accept’

1% Micoech
IV ol cor

Boview permistions

L
T bt H ! sl b Misesal
T GBI LR . WO T 1

D m
v iy e,

11. You will now start the process of setting up your multifactor authentication, the page will note that more
information is required, click ‘Next’

- O O s

enample @ e mal oo
Mare infarmation requined
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12. You now have the option to select your two step verification method and start the process.
a. Select contact method for verification: Phone or authenticator app.
NOTE: The authentication method via phone will be shown in this example:
—oDh. Check that ‘Authentication phone’ is selected from the dropdown menu.
———@ C. Select your country from the ‘Select your country or region” dropdown menu.

d. Enter your phone number in the empty space next to country selection. You can enter a mobile
number or office number for phone call based verification. Please ensure your mobile number is
entered if you choose to receive your verification code via text message. @

—=® e. Select your preferred verification method. Text message based verification is shown in this
example.
—e f. Click ‘Next'

Arkditional sac ity e fication

3k 3k %k %k % %k %k k %k

13. Next you will be prompted to enter the code (Sent via text for text message verification method). Once
you receive the code by text message, enter it in the blank space and click Verify'.

Adclitiongl se .|'-'::g' werification

kxkkk @

14. Next verification will be confirmed as successful, click ‘Done’ @=

Additional security verification




15. Next you will be directed to the KOMTRAX Azure Active Directory page, here you will be able to see the
systems you have access to under the active directory. The systems will be displayed as icons and listed
under ‘Apps’. ¢

L3 T 0 8 avnetslebrier edeiliupiie -

O Sign-in

16. To complete the KOMTRAX SSO registration process, in the following step you will be required to sign in
to KOMTRAX for the last time so please ensure you have your KOMTRAX account details handy and that
your account is active (KOMTRAX system accessed in the last 90 days). You can now click on the ‘SSO
KOMTRAX (Internet)’ icon to be directed to KOMTRAX.

Alternatively, you can also just enter the wusual KOMTRAX URL in your browser:
komtrax.komatsu.com.au/legin. You can also save this as a favourite in your browser for quicker
access in future, please refer to part 5: 'ADDING KOMTRAX AS A FAVOURITE IN YOUR BROWSER'.

NOTE: If you have more than one Microsoft Azure Active Directory account, an account selection page
will load to allow you to select the desired account. Please select the account you registered for
KOMTRAX SSO in step 4.
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komtrax.komatsu.com.au/login

17. You will now be directed to KOMTRAX to sign in for the last time. Please enter your KOMTRAX username
and password and click ‘Login’ @

£ Preferences

Password

Login

18. Next, you will be required to review the KOMTRAX terms and conditions, when done you can click I
@ Accept’ to access KOMTRAX.

TERMS OF USE ~ KOMTRAX “SERVICE™

This Agreement (“Agreement” or “Terms of Use”) contains the complete terms and conditions governing the use of the KOMTRAX
Units, KOMTRAX program, software, ard Web Site located at https:/ fmw-KOMTRAX komatsu co.jo/ kal/ww/lognasps or at such other
Internet sddress or lr\ameta:idrasses a5 we shall designate from time 1o time, and related “Services” (collectively, the “*Service™
as further described below

As used | ths Agreement: () “we”, "us”, "our”, or "KAL" refers to Komasu Aust
““Users 10 the, paracn: srring B0 this Agreemant and taing th - Seric

Cuswmer refers to the person company or other “‘%\" entity, ariemm into this Agreement and using the “Service” an
employs or otherwise authorizes the - User” to use ice” on its behalf, and which owns the equipment associated
KOMTRAX Units; (v) “Web Site” or “Site” refers to uu uw.»abk: phes Uil paze haasiare; Cumtom anbice; BUKSn, Foore, ke
and test), underlying program code, and accompanying and system features and documentation of the Intarnet web site
made available by us for use of the "Service . (v) “Software” shall mean the software provided with, or embaﬁea in, the KOMTRAX
Unit, the softwara comtained in or underlying the Web Site, and the KOMTRAX information system software, including message
processing software, databases, the "Customer” interfaces, “User” displays and anginesring ook, (o) “KOMTRAX Lnit: shel gonsist
of equipment used by an end User” to prowide access to the KOMTRAX System, which equipment has been “type-approved” by or
on behalf of KAL and 1o which 2 phm.aw serial number, device control number, associated rau.u identification codes and/or system
address have been assigned by K with components that may include a batt S raceiver, antenna, embedded
software and the cabling necessary 10 connect the foresoing compoperts, in eagh case F-:' installation and/or use on a unit of
corstruction, mining or utiity equipment. In some cases, the “Customer” and “User” may be the same person

By rsg,wslennz to use the Serv»ce by cl»clurlg_ AGREE to this Agreement, or by signing a the “Customer” Conser
TUser and the Cus\'.omer _agree to use the Ser\uce anner coi ent with all applicable State and Feﬂeral -

1 do not accept

19. You will now be logged into KOMTRAX and taken to the homepage:

Machine Search Flest

Q

Working Information
& Notice

Jobsite Management

& Management per Jobsite




4. ACCESSING KOMTRAX IN FUTURE AFTER SSO SIGN-UP

@ Open

1. Open your internet browser and select KOMTRAX from your favourite’s options (if saved as favourite) or
enter komtrax.komatsu.com.au/login.

© Complete
MFA

2. Complete the multifactor authentication process.
a. Select account if applicable;

b. Enter code (if text message verification was your preferred method selected in part 3 step 12):

B veroom

earole Geril com

Enter code

ezl
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komtrax.komatsu.com.au/login

© Access!

3. You will now be directly logged into KOMTRAX without the need for you to enter your username and
password!

AL B

5. ADDING KOMTRAX AS A FAVOURITE IN YOUR BROWSER

When logged in to KOMTRAX:

() motaTREX e +

o[7 J—e—e @ Select "x”
Bockmark sdded X | Ot bockmarks
- [KOMTRAX] [IE—

* @ Input URL name of your choice

[ — » @Click “Done”

o @ Confirm Registration by clicking the
saved link.

& o _— —— e @ Right click on the saved favourite
% 5 i e e Bo% 08 i

g ———e @ Select ‘Edit’
— o @ Type in KOMTRAX URL:

https://komtrax.komatsu.com.au/login
o @ Click 'Save’

*You can log into KOMTRAX from the
saved favourites link.

Edit bookmark

[t
Bocirmaiid ba

Komatsu Australia
myKomatsu
Komatsu Used Parts

Komatsu Rental




KOMTRAX

Form No: ZESB099943_MAR2020

fHONORinEY) KOMATSU

Y 1300566287 | komatsu.com.au Driven by your success




	Text Field 1: 
	Text Field 2: 


